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MICRO-LABS: CBC-ATTACK: BORING TO SUPERB

* Job 3
— Create a copy of this data with
— The change from ‘boring’ to ‘superb’
- Use template.py (marked as XXX)

* Hint
- Find a way to modify the plaintext of the 5t block

This should be modified!
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MICRO-LABS: CBC-ATTACK: BORING TO SUPERB

* We have
- C1 D2 =‘boring’
- C1’ A D2 = ‘superb’
- where C1’ is the modified ciphertext we want

This should be modified!
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MICRO-LABS: CBC-ATTACK: BORING TO SUPERB

* We have
- C1 D2 =‘boring’
- C1’ A D2 = ‘superb’
- where C1’ is the modified ciphertext we want

* Let’s XOR these two:
- C12D27C1 ~D2 = ‘boring” * ‘superb’ (we know XOR is

-Cci1AC1 A = ‘boring’ A ‘superb’” (we know a * a=0)
-Cln = ‘boring’ » ‘superb’ (we knowa”0=a)
(C1ArCY1) = (‘boring’ ” ‘superb’)

A C1' =C1 ~ (‘boring” M ‘superb’)
- C1’=C1 " (‘boring’ ” ‘superb’)

Oregon State
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RECAP

* How can we secure the Internet communication?
- How can we make sure we’re talking to the right person?
- How can we establish a secure channel over an insecure channel?
- How can we encrypt/decrypt the message we send/receive?
- How can we ensure the message is not altered by an adversary?

Oregon State
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Certificate Viewer: oregonstate.edu

RECAP: DIGITAL CERTIFICATE General  Details
* How can we secure the Internet comn Issued To
— Authentication: a digital certificate Common Name (CN) oregonstate.edu
Organization (O) Oregon State University

Organizational Unit (OU)  <Not Part Of Certificate>

Issued By
Common Name (CN) InCommon RSA Server CA
Organization (O) Internet2
Organizational Unit (OU) InCommon

* A file that contains:
Entity info (CN) Validity Period

|Ssuer InfO (CN) Issued On Sunday, June 5, 2022 at 5:00:00 PM
PUinC key Expires On Tuesday, June 6, 2023 at 4:59:59 PM

Signature

Fingerprints

SHA-256 Fingerprint 7B 57 A4 91 B0 06 29 2E 8E 54 04 FB BB F6 F8 4F
09 56 15 CO 20 59 37 OF E9 F1 A4 27 DC B6 F4 E1
SHA-1 Fingerprint FC EE 7C 4B AA 30 8F A6 03 E2 22 C5 31 FF 6C C6

s
Sﬁ?éﬁ‘ifytate 92 FF C3 8E



RECAP: DIGITAL CERTIFICATE - TRUST CHAIN

* How can we secure the Internet communication?

oregonstate.edu InCommon RSA Server CA USERTrust RSA Certification Authority

Subject Name

Country us

i A fl | e th at CO nta | n S . State/Province New Jersey
. . Locality Jersey City
- Ent|ty info (CN) Organization  The USERTRUST Network
_ ISS uer | nfO (C N ) Common Name USERTrust RSA Certification Authority
— Public key
. Issuer Name
- Signature T e

State/Province New Jersey

e Public-key infrastructure (PKI) s

Organization The USERTRUST Network
Common Name USERTrust RSA Certification Authority

Oregon State
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RECAP: DIGITAL CERTIFICATE - TRUST CHAIN (CONT’D)

* How can we secure the Internet communication?

¢ P u b | I C‘ key I nfra Stru Ctu re ( P KI ) oregonstate.edu InCommon RSA Server CA USERTrust RSA Certification Authority

- oregonstate.edu
 Verified by InCommon RSA

Subject Name

Country us
State/Province New Jersey
Locality Jersey City

- I n CO mmon RSA Se rver CA Organization The USERTRUST Network
° Ve rlfled by US E RTrU st RSA Common Name  USERTrust RSA Certification Authority

Issuer Name

— USERTrust RSA CA i i
e \erified by itself (Root CA) State/Province  New Jersey

Locality Jersey City
Organization The USERTRUST Network
Common Name USERTrust RSA Certification Authority

g Oregon State
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RECAP

* How can we secure the Internet communication?

- How can we establish a secure channel over an insecure channel?

Oregon State
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RECAP: DIFFIE-HELLMAN

e How can we secure the Internet communication?
- Authentication: a digital certificate

* Diffie-Hellman
- Given:
* g and P (shared secret; public) and a and b (secrets; private)
- Compute:
* g¢2mod p = A and g° mod p = B and exchange them
* (g°)* mod p = (g%)” mod p = g* mod p
- Use g?®* mod p as a shared secret

Gy Oregon State
¢ c50n.
o7 University
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RECAP: DIFFIE-HELLMAN

* How can we secure the Internet
- Authentication: a digital certific:
— Key-exchange: Diffie-Hellman ke

* Diffie-Hellman
- Given:
* g and P (shared secret; public
- Compute:
e g2modp=Aandg’modp =
* (g°)* mod p = (g%)" mod p = g*
- Use g?®* mod p as a shared secre

®
©

g2 mod p

g° mod p

g2 mod p
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.Y. l
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Commeon paint

Secret colours

Public transport
(assume that

mixture separation
is expensive)

Secret colours

Common secret

I
A

=
Ty

=
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g°> mod p

g2 mod p

g2* mod p
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RECAP

e How can we secure the Internet communication?
- Authentication: a digital certificate

- How can we encrypt/decrypt the message we send/receive?

Oregon State
& University
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RECAP: BLOCK CIPHER

* How can we secure the Internet communication?
— Authentication: a digital certificate
- Key-exchange: Diffie-Hellman key exchange
- Confidentiality: ex. CBC with SHA-256(‘cipher key’ + gab mod p) as a key

IV PO codr1 C1® P2 c2e@pP3
v 0000000000000 gy 0000000000001 a1 0000000000000 g 0000000000001 ]

101011101010 @

Block
Cipher

0101011101010 K] 1100011110101 [exl 0001110111011 geri 1101011101110 [gex;
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RECAP: BLOCK CIPHER

* How can we secure the Internet communication?
- Authentication: a digital certificate
- Key-exchange: Diffie-Hellman key exchange

- How can we ensure the message is not altered by an adversary?

Oregon State
& University
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RECAP: BLOCK CIPHER

* How can we secure the Internet communication?
— Authentication: a digital certificate
- Key-exchange: Diffie-Hellman key exchange
- Confidentiality: ex. CBC with SHA-256(‘cipher key’ + gab mod p) as a key
— Integrity: ex. SHA-256(‘MAC key’ + g2 mod p) as the key for HMAC

vV Block O Block 1 HMAC (key | | IV+BlockO+Block1)

— HMAC = SHA-256( SHA-256(‘MAC key’ + g2 mod p) || IV+BlockO+Block1 )
- :7624e1f89ce009f8ec7e6e39781a42c0a27fa38f94db4f05f78b0f301007e06a

Oregon State
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RECAP

* How can we secure the Internet communication?
- Authentication: a digital certificate
- Key-exchange: Diffie-Hellman key exchange
- Confidentiality: ex. CBC with SHA-256(‘cipher key’ + gab mod p) as a key
— Integrity: ex. SHA-256(‘MAC key’ + g2°> mod p) as the key for HMAC

A Communication Channel with Authenticity, Confidentiality, and Integrity!

o
kP8 Oregon State
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TOPICS FOR TODAY

e SSL and TLS security
- How secure is the Internet?
- How can we implement secure communication channels?
- How can we establish such channels between two parties?
- How can we minimize the impact of security incidents?
- How do we use to achieve such a goal (in practice)?

Oregon State
& University
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THE INTERNET

* The Net

- A system of computer networks; a network of networks
— Uses the Internet protocol suite (TCP/IP) to communicate

s
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esign principie = iRy N 2
\{‘ \ — -f 'Satelite Links Ethernet LAN
~
N

- Network is complex, O(N?)
- Manage small network, O(n?) 7 o _
- Manage network of networks O(m?) - -
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o

Client | T =Ly
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RecAP:; 0S| MODEL

* Open Internet Interface (0SI) model

Hello

g Oregon State
3‘5‘ Universi
ty

Host A

Process

read/write

Host B

Process

socket

OSI| Model
(offers abstractions)

Secure Al Systems Lab :: CS 344 - Operating Systems |

read/write

socket

OSI| Model
(offers abstractions)
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RecAP: OSI| 7-LAYER MODEL

* Open Internet Interface (0SI) model

” Oregon State
& Universi
ty

Hello

Host A

Process

socket

Application

Presentation

Session

Transport

Network

Data-link

Physical
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ReEcAP: TCP/IP 4-LAYER MODEL

* TCP/IP 4-layer model

Host A Host B
Process Process
Hello
socket socket
Application
OSI Model Transport
(offers abstractions)
Internet
read/write Physical (or Link)
B P >

Ao
Oregon State
& University -
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RECAP: PACKET ENCAPSULATION

* TCP/IP 4-layer model (OSI 7-layer has more...)

Host A Host B
Process Process
Hello Hello
: A
socket socket :
Application Application
TCP Hefllo Transport Transport
- TCP | Hello Internet Internet
ETH TCP | Hello Hello
- - Physical (or Link) read/write Physical (or Link)
KH <r ...................... L 2

Ao
Oregon State
& University -
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RecAP: OSI| 7-LAYER MODEL

* Open Internet Interface (0SI) model

Host A
Process

socket

Application

Presentation

Session

Transport

Network

Data-link

M Physical

Secure Al Systems Lab :: CS 344 - Operating Systems |
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Application protocol definition (e.g., HTTPS)

Application encryption and/or compression } TLS
Establish and terminate network communication
- TCP
Divide data into segments (or error corrections)
Logical addressing, packet creation, or routing = |P
MAC addressing; formatting data into frames _
- Media
Electric signaling
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THE INTERNET: PACKET ROUTING

™
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THE INTERNET: (NO) SECURITY

* No security (in TCP communication)

— Any router in the middle can see
any packet content :(

N tcp.stream eq 3

P °

- RS Regional ISP

-

Frame H

Ethernet II,
Internet Pro
Transmission

Backbone ISP

Backbone ISP

[N~ snelne Links
NN
N
N ~
-
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5 Exchange
=y Points
|

o — |
Legend 100 Mbps
Ethernet LAN
Client Regional ISP ]
=
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Various Network Hardware:
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[ ] Wireshark - Follow TCP Stream (tcp.stream eq 3) - Wi-Fi: en0

ET /info?txtAirPlay&txtRAOP RTSP/1.0

ontent-Lengt
ontent-Type:

.playbackCapabilities_..canRecordScreenStream[statusFlags_..protocolVersion_..volume|
ont rolType . keepAll tatsAsBodyT! iceIDRpi~scr linitialVolume]senderAddressZfeatu|
resExZtxtAirPlay_..supportedFormats]sourceVersionUmodelRpkZmacAddress_..receiverHDRCapabilityXfeatures_.
[$430E0342-0CA6-4C33-903E-EC6DASEC27D80. .
cn=0,1,2,3.da=true.et=0,3,5. ft=0x4A7FCFD5, 0xB8154FDE. s
ebcd7b8593975a788b98alc6cd33eb4bb60997b39701b7f915a. t
5=620.8.2.VV=0.10uuuu_us suppnrtsInterst itials
A4:83:E7

e49adcb9d644.#.
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THE INTERNET: (NO) SECURITY

* Routers:
— Decide where the packet should go as a next step
- What if
* the router in the middle sends a packet to weird location?

* the router(s) are malicious (there is no such restriction)?

=]
=
Local ISP
| =
AR =
N
o

,-:""" \\ Regional ISP

§i g

oul?
L
Client me (:_____. Regional ISP
° o Wireless l.A‘N‘ ;
We Cannot Establish Trust in Routers ER srer = o= =
e e

High ¥Yolume Server Farm
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TOPICS FOR TODAY

e SSL and TLS security
— The Internet is not secure
- How can we implement secure communication channels?
- How can we establish such channels between two parties?
- How can we minimize the impact of security incidents?
- How do we use to achieve such a goal (in practice)?

Oregon State
& University
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THE INTERNET WITHOUT SECURITY

Search “Dog”

Everybody in the Middle Knows That | Searched ‘dogs’
and They Also Know the Search Result... Ugh...

Oregon State
& University
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THE INTERNET WITH A SECURE MECHANISM [SSL/TLS)

Middle mans never know
DH exchange keys!!

| Check certificate, exchange keys, apply encryption with HMAC v

Search “Dog”

| know these two are

communicating but not
Ox1ced42780dfalcea about the secret key...
089a9ea00de059ef5

The Middlemen Will Only See the Encrypted Contents
They Will Never Know the Secret Key ...

Oregon State
& University
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SSL/TLS: SECURE SOCKET LAYER AND TRANSPORT LAYER SECURITY

¥ version 1.0N
Fle ER Wew G

ST o] 51°] 8|

HEE
— Developed by Netscape in 1995 N

Welcome ] What's New! J What's Coolt ] Questions | Net Search ] Net Duu-nny[

— Standardized by IETF as TLS Netacae.Navigator e

version LON

- https://www.ietf.org/rfc/rfc2246.txt SRLBEINE T

Oregon State
& University
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SSL/TLS: SECURE SOCKET LAYER AND TRANSPORT LAYER SECURITY

¥ version 1.0N BEE
Fe Edt ST A

* SSL/TLS El2] (8] [E[8] 5]
— Developed by Netscape in 1995 e — =N

Welcome | What's New! | What's Cooll | Questions | Net Search | Net Disectony |

- Standard|zed by |ETF as TLS Netscape Navigator o i

version LON

— https://www.ietf.org/rfc/rfc2246.txt it 194 CommctisCopi

Thas software is subject to the license agreement set forth in the LICENSE file
Please read and agree to all terms before using this software

Report any problems to

* “Transport Layer” Securit ‘Nas"cape—v
p y y Communications

- Why? Corporation —

Netscape Communications, Netscape, Netseape Navigator and the Netseape Communications 1ogo are trademarks of Netscape Communicatsons ( I Db
.ml ‘SA .......
PUBLIC NEY €AY PTOLYSTEN o]
K| I

FECH

Oregon State
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https://www.ietf.org/rfc/rfc2246.txt

SSL/TLS: TRANSPORT LAYER SECURITY, WHY?

* Independent from the application running on a host

Secure Al Systems Lab :: CS 344 - Operating Systems |

” Oregon State
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Process

socket

Host B

Process

socket

Application
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Session

Application

Transport

Transport

Network

Internet

Data-link

Physical

Physical (or Link)




SSL/TLS: BENEFITS

* Enable to
— Establish secure comm channels btw two ends (hosts) on the Internet
* Client <-> Server (ex. OSU login)
* Server <-> Server (ex. Amazon requests a transaction with your credit card)
* Client <-> Client (ex. chat applications)
- Verify the server entity
* Use a digital certificate

* end-to-end secure communication channels
- Authentication: a digital certificate
- Key-exchange: Diffie-Hellman key exchange
- Confidentiality: Block ciphers
- Integrity: HMAC / MAC

Oregon State
& University
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TOPICS FOR TODAY

e SSL and TLS security
— The Internet is not secure
— SSL/TLS for secure communications
- How can we establish such channels between two parties?
- How can we minimize the impact of security incidents?
- How do we use to achieve such a goal (in practice)?

Gy Oregon State
gty s DO
o7 University
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SSL/TLS: HANDSHAKING

Client (You) (google.com) Server

e 1. Client hello

- Send version, random number, available

cipher suite, etc.. * 2.Server hello

* Sends server random,
version, choose cipher, etc.

e 3. Server Certificate

e Send certificate to the
client

Oregon State
& University
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SSL/TLS: STEP | = CLIENT HELLO

* The first message a client sends to the server
— It sends an SSL/TLS version, a random number, an available cipher suite, ...

00000000 16 03 01 01 44 01 00 @1 40 03 03 95 8b 02 ec f4 - TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)

00000010 ca 4d 7d 98 6b 9e 3f 45 8b fa 92 10 f@ 9c 2c aa
00000020 bf 27 @ 52 b@ 97 6¢c f@ 6c a2 a9 20 bc b7 86 80
00000030 f2 f1l 71 9f e@ 7e 7e 4c c2 51 88 e7 72 2d ed 3c

00000040 ca cc fa 2c 99 dc b9 56 d@ 80 bd 91 00 62 13 02 ...,.. Length: 324 ,

00000050 13 03 13 01 c@ 30 c® 2c c@ 28 c0 24 cO 14 c@ 0a Handshake Protocol: Client Hello

00000060 00 9f @0 6b 00 39 cc a9 cc a8 cc aa ff 85 @0 c4 ...k. Handshake Type: Client Hello (1)

00000070 00 88 00 81 00 9d 00 3d 00 35 00 cO 00 84 cO 2f Length: 320

00000080 0 2b cO 27 c0 23 cO 13 c0 09 00 9e 00 67 00 33  .+.'.# Version: TLS 1.2 (0x0303)

00000090 00 be 00 45 00 9c 00 3c 00 2f 00 ba 00 41 co 11 ...E.. Random: 958b02ecf4cadd7d986b9e3f458bfa9210f09c2caabf27f052b0976cfO6ca2a9

000000A0 cO 07 00 05 00 04 cO 12 cO 08 00 16 00 0a 00 ff Session ID Length: 32

00000080 01 00 00 95 00 2b 00 09 08 03 04 03 03 03 02 03 : .

ggggggcg 0; 03 i; eg ge 20 gg go 1g og ga bg gg zg 35 g Ny zaia:::insﬁgéezctggfgTZ;;719fe07e7e4cc25188e7722de03ccaccfa2c99dcb956d080bd91
D 19 5 e 5 f4 c 73 e al 7 5 5 . , .

000000E@ 6e fc 32 3f d3 Of 31 d6 e2 57 61 00 00 @0 18 00 n.27.. Cipher Suites (49 suites)

000000F0 16 00 00 13 77 77 77 2e 6f 72 65 67 6T 6e 73 74  .... Compression Methods Length: 1

00000100 61 74 65 2e 65 64 75 00 b 00 02 01 00 00 0a 00 . Compression Methods (1 method)

00000110 0a 00 08 00 1d 00 17 00 18 00 19 00 od 00 18 00 Extensions Length: 149

00000120 16 08 06 06 01 06 03 08 05 05 01 05 03 08 04 04 Extension: supported_versions (len=9)

00000130 01 04 03 02 01 02 03 00 10 00 Qe 00 Oc 02 68 32 Type: supported_versions (43)

00000140 08 68 74 74 70 2f 31 2e 31 . Length: 9

Supported Versions length: 8
Supported Version: TLS 1.3 (0x0304)
Supported Version: TLS 1.2 (0x0303)
Supported Version: TLS 1.1 (0x0302)
Supported Version: TLS 1.0 (0x0301)

” Oregon State
& Universi
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SSL/TLS: STEP | = CLIENT HELLO

* |t sends supported cipher suites:

— TLS_ECDHE_RSA_WITH
AES_128 GCM_SHA256
ECDHE_RSA_AES_ 128 GCM_SHA256

g Oregon State
3‘5‘ Universi
ty

~- Cinher Suites (49 suites)

Number

Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
cipner
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher

Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
QUlLLE.
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:

TLS_AES_256_GCM_SHA384 (0x1302)
TLS_CHACHA20_POLY1305_SHA256 (0x1303)
TLS_AES_128_GCM_SHA256 (0x1301)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (@xc@0a)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (0x009f)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (0x006b)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (@xcca9)
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (@xcca8)
TLS_DHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (@xccaa)
Unknown (@xff85)
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA256 (0x00c4)
TLS_DHE_RSA_WITH_CAMELLIA 256_CBC_SHA (0x0088)
TLS_GOSTR341001_WITH_28147_CNT_IMIT (0x0081)
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA256 (0x00c0)

TLS RSA WITH CAMELLIA 256 CBC SHA (0x0084)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
ILD_CULUNC_CUUDA_WLIM_ALCD_1Z0_ULIr_DrMAZD0 (uxcu2b)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc@09)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (0x009¢)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (0x0067)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
TLS_DHE_RSA_WITH_CAMELLIA 128_CBC_SHA256 (0x00be)
TLS_DHE_RSA_WITH_CAMELLIA 128_CBC_SHA (0x0045)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA256 (@x0@ba)




NOTE: ECOHE_RSA_WITH_AES_128_GCM_SHA256

* ECDHE
- Key exchange algorithm. Elliptic Curve Diffie—Hellman Ephemeral

* RSA
— Digital Signature algorithm. We use this for checking authenticity

* AES-128-GCM
- Symmetric cipher algorithm/mode. We will use AES-128 in GCM mode

* SHA256
- HMAC algorithm. We will use SHA256 to construct an HMAC

o
€49 Oregon State
& University
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SSL/TLS: STEP Il - SERVER HELLOD

* The first message a client sends to the server

— It sends an SSL/TLS version, a random number, an available cipher suite, ...

v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 102
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 98

Version: TLS 1.2 (0x0303)

Random: 7937be8da9875cf@54f0ed18b7efec590e2fb8823ffb7afh87fdffed322822dc
Session ID Length: 32

Session ID: 6adeb8c9532bf74b31T5d9940e83f470e46ac3t49054c667dfe8255a6342beabe
Cipher Suite: TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 (0xc@2f)

Compression Method: null (0)

* The server choose a cipher based on the client’s availability
— Chosen: TLS_ECDHE_RSA_AES_128 GCM_SHA256
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SSL/TLS: STEP Il - SERVER CERTIFICATE

* The first message a client sends to the server
— It sends an SSL/TLS version, a random number, an available cipher suite, ...

* The server choose a cipher based on the client’s availability
— Chosen: TLS_ECDHE_RSA_AES_128 GCM_SHA256

* The server next sends the certificate information to the client
- It sends a full chain (PKI) of digital certificates

v TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 6037
v Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 6033
Certificates Length: 6030
v Certificates (6030 bytes)
Certificate Length: 1994

> Certificate: 308207c6308206ae2a003020102021030bc9131f05e7eef26b3844d426b816c300d06092a.. (id-at—commonName=oregonstate.edu,id-at-organizationName

Certificate Length: 1533

> Certificate: 308205f9308203e12a00302010202104720d0fa85461a7e17a1640291846374300d06092a... (id-at—commonName=InCommon RSA Server CA,id-at-organizat

Certificate Length: 1413

> Certificate: 3082058130820469200302010202103972443af922b751d7d36c10dd313595300d06092a... (id-at—commonName=USERTrust RSA Certification Authority,

Certificate Length: 1078

> Certificate: 3082043230820312a2003020102020101300d06092a864886770d0101050500307b310b30.. (id-at-commonName=AAA Certificate Services,id-at-organiz
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SSL/TLS: STEP IV - KEY EXCHANGE / VERIFYING SIGNATURE

* Key exchange
- The client knows the server’s public key written in their certificate
— The client chooses a random key and encrypt that with the server’s public key
- The encrypted key will be sent to the server

Are We Secure Now? Can We See A Potential Security Issues?

o
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SSL/TLS: POTENTIAL SECURITY PROBLEM

* Key exchange
- The client knows the server’s public key written in their certificate
— The client chooses a random key and encrypt that with the server’s public key
- The encrypted key will be sent to the server

* Suppose:
- 3 years later, the server’s private key is stolen
- From then, the attacker can decrypt the all the data (private key, messages, ...)
- What if the attacker also has all the encrypted messages before the breach?
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TOPICS FOR TODAY

e SSL and TLS security
— The Internet is not secure
— SSL/TLS for secure communications
— SSL/TLS handshakes (hello-s)
- How can we minimize the impact of security incidents?
- How do we use to achieve such a goal (in practice)?
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SSL/TLS: REQUIRES FORWARD SECURITY

* Forward Secrecy / Perfect Forward Secrecy
- We want to keep all the communication secure
- Even if the server’s private key (i.e., the long-term key) has been breached

* Example of such breaches
- Heartbleed (https://heartbleed.com/): CVE-2014-0160
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https://heartbleed.com/

SSL/TLS: SoLuTION - EPHEMERAL DIFFIE-HELLMAN

* The key idea:
- Do not use a fixed private value for all the DH
— This can lead to a serious information breach (stolen private key)

* Ephemeral DH
- Generate the private value every time we make a connection
- Never reuse the value
* User A secretly chooses a, send A =g mod p

 User B secretly chooses b, send B = g® mod p
a b
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SSL/TLS: ECOHE

* Elliptic-curve Diffie-Hellman Ephemeral (ECDHE)
- Both the client and server will generate new a and b, respectively

- Make it difficult for an adversary to infer the shared secret
even if the session is compromised (they don’t know b for other sessions)
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https://www.youtube.com/watch?v=F3zzNa42-tQ

SSL/TLS: HANDSHAKING

Client (You)
e 1. Client hello

xS
kP8 Oregon State
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(google.com) Server

e 2.Server hello
e 3. Server Certificate

e 4, Server Key Exchange

e Shares DH material,
signed by the public key

e 5. Server Hello Done
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SSL/TLS: STEP IV - KEY EXCHANGE

* The server sends ECDHE material to the client
— ECDHE public value (pubkey) is signed by the RSA private key
— The public key is available in the certificate

v Transport Layer Security
v TLSv1l.2 Record Layer: Handshake Protocol: Server Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 333
v Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 329
v EC Diffie-Hellman Server Params
Curve Type: named_curve (0x03)
Named Curve: secp256rl (0x0017)
Pubkey Length: 65
Pubkey: 04d3be5c83a346d31403c9803f753af4c583cd3504d550f5elbe@368c624acf4fa7elbss..
Signature Algorithm: rsa_pkcsl_sha512 (0x0601)
Signature Length: 256
Signature: 5fe6444e7ae294aa7815516c91cl9eaddla5edc72e1a690916a4acbh89669eb219a669970..
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SSL/TLS: STEP V - SERVER HELLO DONE

* The server sends ECDHE material to the client
— ECDHE public value (pubkey) is signed by the RSA private key
— The public key is available in the certificate

* The server hello done
- Indicate that the server has finished sending required values to the client

v Transport Layer Security
v TLSv1l.2 Record Layer: Handshake Protocol: Server Hello Done
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)

Length: 4
v Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: @
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SSL/TLS: HANDSHAKING

Client (You) (google.com) Server
* 1. Client hello

e 2.Server hello

» 3. Server Certificate

e 4, Server Key Exchange

* Shares DH material, signed
by the public key

Now, the Client Can Verify Server * 5. Server Hello Done

Signature and Share a Secret via DH!

o
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RECAP: DIFFIE-HELLMAN’S WEAKNESS TO MAN-IN-THE-MIDDLE

* Suppose C intercepts communication between A and B
- A chooses a =4
* A=5*mod23=625mod23=4
- B choosesb =3
¢ B=53mod 23 =125 mod 23 =10
- Cchoosesc=5
« C=55mod 23 =3125 mod 23 =20

e Csends 20 to both A and B

EC Diffie-Hellman Server Params
Curve Type: named_curve (0x03)
Named Curve: secp256rl (0x0017)
Pubkey Length: 65

Pubkey: 04d3be5c83a346d31403c9803f753af4c583cd3504d550f5elbe@368c624acf4fa7elb8s..
Signature Algorithm: rsa_pkcsl_sha512 (0x0601)

Signature Length: 256

Signature: 5fe6444e7ae294aa7815516c91cl9eaddla5edc72e1a690916a4acbh89669eb219a669970..
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SSL/TLS: HANDSHAKING

Client (You)

(

Previous steps (omitted)

* 6. Client Key Exchange

oogle.com) Server

e 5.Server Hello Done

- Shares DH material after verifying server signature

for server’s DH material

» 7. Change Cipher Spec

e 8. Encrypted Handshake Message
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SSL/TLS: STEP VI - CLIENT KEY EXCHANGE

e The client also sends ECDHE material to the server
— After this, two parties will share a secret

— We will run the encryption and MAC key by using the shared secret

v TLSv1.2 Record Layer: Handshake Protocol: Client Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 70
v Handshake Protocol: Client Key Exchange

Handshake Type: Client Key Exchange (16)
Length: 66
v EC Diffie-Hellman Client Params
Pubkey Length: 65
Pubkey: 043cc5f595ealdcadb3beb1306dec9444e5323177ef9b2c5470dd910d2ce252f672aldc8..

Oregon State
& University

53



SSL/TLS: STEP VI - CLIENT GENERATES A

* Now the client knows both ‘@’ and ‘b’ of ECDHE key exchange
— The client can compute the shared secret
— The client then computes the following keys from

To generate the key material, compute

key block = PRF(SecurityParameters.master_ secret,
"key expansion",
SecurityParameters.server_random +
SecurityParameters.client random); ‘\"\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\
until enough output has been generated. Then, the key block is
partitioned as follows: These are from
client write MAC key[SecurityParameters.mac_key length] 1. Client Hello and
server_write MAC key[SecurityParameters.mac_key length] 2. Server Hello
client write key[SecurityParameters.enc_key length]
server write key[SecurityParameters.enc_key length]
client write IV[SecurityParameters.fixed iv_length]
Q/ server_write_IV[SecurityParameters.fixed_iv_length]
‘5\ PRy
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SSL/TLS: STEP VIl - CHANGE CIPHER SPEC [CLIENT]

* Secure communication:
— The client sends the server a message
— that now both should use encrypted communication after this point

v TLSv1l.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)

Version: TLS 1.2 (0x0303)
Length: 1
Change Cipher Spec Message

Now, We Encrypt Messages and Generate MACs for the Client’s!
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SSL/TLS: STEP VIIlI - ENCRYPTED HANDSHAKE MESSAGE

* The server asks
- the encrypted versions of previous messages
- to verify whether the client generated the keys correctly

» Compute a SHA256 hash of a concatenation of all the handshake communications (or SHA384 if the PRF is based on
SHA384). This means the Client Hello, Server Hello, Certificate, Server Key Exchange, Server Hello Done and Client Key
Exchange messages. Note that you should concatenate only the handshake part of each TLS message (i.e. strip the first 5
bytes belonging to the TLS Record header)

» Compute PRF(master_secret, "client finished", hash, 12) which will generate a 12-bytes hash

» Append the following header which indicates the hash is 12 bytes: 0x14 0x00 0x00 0x0C

» Encrypt the 0x14 0x00 0x00 0xOC | [12-bytes hash] (see the Encrypting / Decrypting data section). This will generate a 64-
bytes ciphertext using AES-CBC and 40 bytes with AES-GCM

» Send this ciphertext wrapped in a TLS Record
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SSL/TLS: STEP VIIlI - ENCRYPTED HANDSHAKE MESSAGE

v TLSv1 2 Record Layer Handshake Protocol: Encrypted Handshake Message

d The server aSkS Content Type: Handshake (22)
. . Version: TLS 1.2 (0x0303)
- the encrypted versions of previo Length: 49

Handshake Protocol: Encrypted Handshake Message

- to verify whether the client gene

04 8e cf 7b 83 8a 37 7b cd e5 62 cd aa 28 ad 37
95 82 44 29 63 b3 4d 14 03 03 00 01 01 16 03 03
00 28 00 00 00 00 00 00 00 00 29 94 d9 97 f6 c8
77 dd 20 a2 82 4c 46 49 dc 3e 4c af a9 3b d9 38
37 a6 45 12 5f 88 5a al 21 79

» Compute a SHA256 hash of a concatenation of all the handshake communications (or SHA384 if the PRF is based on
SHA384). This means the Client Hello, Server Hello, Certificate, Server Key Exchange, Server Hello Done and Client Key
Exchange messages. Note that you should concatenate only the handshake part of each TLS message (i.e. strip the first 5
bytes belonging to the TLS Record header)

» Compute PRF(master_secret, "client finished", hash, 12) which will generate a 12-bytes hash

» Append the following header which indicates the hash is 12 bytes: 0x14 0x00 0x00 0x0C

» Encrypt the 0x14 0x00 0x00 0x0C | [12-bytes hash] (see the Encrypting / Decrypting data section). This will generate a 64-
bytes ciphertext using AES-CBC and 40 bytes with AES-GCM

» Send this ciphertext wrapped in a TLS Record
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SSL/TLS: HANDSHAKING

Client (You) (google.com) Server
Previous steps (omitted)

e 5. Server Hello Done
* 6. Client Key Exchange

- Shares DH material after verifying server signature
for server’s DH material

» 7. Change Cipher Spec
e 8. Encrypted Handshake Message

* 9. Change Cipher Spec
* 10. Encrypted Handshake Message
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SSL/TLS: STEP XV - CHECK CLIENT’S ENCRYPTED HANDSHAKE MESSAGES

* The server verifies the client’s encrypted handshake messages
- After generating client_write_key
— Decrypt the message
— Compute the same value
— Compare!

» Compute a SHA256 hash of a concatenation of all the handshake communications (or SHA384 if the PRF is based on
SHA384). This means the Client Hello, Server Hello, Certificate, Server Key Exchange, Server Hello Done and Client Key
Exchange messages. Note that you should concatenate only the handshake part of each TLS message (i.e. strip the first 5
bytes belonging to the TLS Record header)

» Compute PRF(master_secret, "client finished", hash, 12) which will generate a 12-bytes hash

» Append the following header which indicates the hash is 12 bytes: 0x14 0x00 0x00 0x0C

» Encrypt the 0x14 0x00 0x00 0xOC | [12-bytes hash] (see the Encrypting / Decrypting data section). This will generate a 64-
bytes ciphertext using AES-CBC and 40 bytes with AES-GCM

» Send this ciphertext wrapped in a TLS Record
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SSL/TLS: STEP XV - CHANGE CIPHER SPEC [SERVER]

* The server lets the client know
- that we will use encrypted communication after this message

v Transport Layer Security
v TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)

Version: TLS 1.2 (0x0303)
Length: 1
Change Cipher Spec Message

Now, We Encrypt Messages and Generate MACs for the Server’s!
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SSL/TLS: STEP X - ENCRYPTED HANDSHAKE MESSAGE

* The client asks
- the encrypted version of previous messages
- to verify whether the server generated keys correctly

v TLSv1l.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)

Length: 40
Handshake Protocol: Encrypted Handshake Message

« It needs to compute a hash of the same handshake communications as the client as well as the decrypted "Encrypted
Handshake Message" message sent by the client (i.e. the 16-bytes hash starting with 0x1400000C)
« It will call PRF(master_secret, "server finished", hash, 12)
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SSL/TLS: STEP XI - SENDING APPLICATION DATA

* Now, the server and client
— will send encrypted data to the client

— both will always send [ encrypted data ] [ MAC ]
e The server will use server_write_key and server_write_mac_key
e The client will use client_write_key and client_write_mac_key
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TEASER: HOW DO WE USE SSL/TLS?

 HTTP(s)
— HTTP: Hypertext Transfer Protocol
- A network protocol for accessing World Wide Web

* http:// vs. https://
- http:// < this directive let web browsers connect directly via HTTP
- https:// € this directive let web browsers connect HTTP via TLS
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TOPICS FOR TODAY

e SSL and TLS security
- The Internet is not secure
— SSL/TLS for secure communications
— SSL/TLS handshakes (hello-s)
— (Perfect) Forward Security
- How do we use to achieve such a goal (in practice)?
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Thank You!

Tu/Th 4:00 — 5:50 PM
Sanghyun Hong

sanghyun.hongl@oregonstate.edu

e
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