
Secure AI Systems Lab

CS 370: INTRODUCTION TO SECURITY
05.11: ADVANCED WEB SECURITY

Tu/Th 4:00 – 5:50 PM

Sanghyun Hong
sanghyun.hong@oregonstate.edu



TOPICS FOR TODAY

• Recap: TLS
• Recap: web security

− Password (authentication)
− Dictionary attack
− SQL injection attack

• (Advanced) web security
− Same-origin
− Cookies
− CSRF attacks

Secure AI Systems Lab (SAIL) :: CS370 - Introduction to Security 2



RECAP: THE INTERNET WITH A SECURE MECHANISM (SSL/TLS)

Search “Dog”

Check certificate, exchange keys, apply encryption with HMAC

Middle mans never know
DH exchange keys!!

I know these two are 
communicating but not 
about the secret key…0x1ce42780dfa1cea

089a9ea00de059ef5

Search “Dog”

The Middlemen Will Only See the Encrypted Contents
They Will Never Know the Secret Key …
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RECAP: SSL/TLS HANDSHAKING
Client (You)
• 1. Send ‘client hello’

− Version
− Random number
− Cipher suites available

Server (oregonstate.edu)

• 2. Send ‘server hello’
− Version

− Random number
− Cipher suites chosen

• 3. Send ‘server certificate’
− Full chain of digital certificates
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RECAP: SSL/TLS HANDSHAKING
Client (You)
• 1. Send ‘client hello’

Server (oregonstate.edu)

• 2. Send ‘server hello’
• 3. Send ‘server certificate’

• 4. Server key exchange
− Send ECDHE public values 

− Signed by the server’s private key

• 5. ‘server hello’ done
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RECAP: SSL/TLS HANDSHAKING
Client (You)
• 1. Send ‘client hello’

• 6. Client key exchange
− Send ECDHE public values (client)

Server (oregonstate.edu)

• 2. Send ‘server hello’
• 3. Send ‘server certificate’

• 4. Server key exchange
− Send ECDHE public values 

− Signed by the server’s private key

• 5. ‘server hello’ done
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RECAP: SSL/TLS HANDSHAKING
Client (You)
• 1. Send ‘client hello’

• 6. Client key exchange
• 7. Change cipher spec
• 8. Handshake message (encrypted)

Server (oregonstate.edu)

• 2. Send ‘server hello’
• 3. Send ‘server certificate’

• 4. Server key exchange
• 5. ‘server hello’ done

• 9. Change cipher spec
• 10. Handshake message (encrypted) 
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Now, We Can Start Communicating with Encrypted MSG!



RECAP: SSL/TLS HANDSHAKING

• Send/receive application data
− Both client and server will send encrypted data
− [ encrypted data ] [ MAC ]

• Server: server_write_key and server_write_mac_key
• Client : client_write_key and client_write_mac_key
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EXAMPLE: A WEB SERVER

• Suppose we talk to a webserver (HTTP)

HTTP
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EXAMPLE: A WEB SERVER
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• Suppose we talk to a webserver (HTTP)



EXAMPLE: A WEB SERVER

• Suppose we use HTTPs (instead of HTTP)

TLS TLSInsecure Internet
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EXAMPLE: A WEB SERVER

Run TLS handshake to establish a secure channel
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TLS TLSInsecure Internet

A WEB SERVER EXAMPLE
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HOW CAN WE USE TLS?

• Many libraries are available
− OpenSSL
− libsodium
− bouncycastle
− SSL/TLS support in many other languages (Python, etc.)

• You can “wrap” with them
− We can easily convert non-TLS servers/clients into TLS servers/clients
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TOPICS FOR TODAY

• Recap: TLS
• Recap: web security

− Password (authentication)
− Dictionary attack
− SQL injection attack

• (Advanced) web security
− Same-origin
− Cookies
− CSRF attacks
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HOW CAN WE DO ACCESS CONTROL ON THE WEB?

• “HTTP” basic authentication
− A simple challenge and response mechanism
− A server can request authentication information (ID and Password) from a client
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IT IS INSECURE!

• “HTTP” basic authentication
− A simple challenge and response mechanism
− A server can request authentication information (ID and Password) from a client

• Monitor the stream:
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IT IS INSECURE!

• “HTTP” basic authentication
− HTTP packets are unencrypted
− base64Encode(username:password) is there …

• What about “HTTPS”? 
− We cannot use the HTTP basic authentication in HTTPs

Secure AI Systems Lab (SAIL) :: CS370 - Introduction to Security 18



SECURE AUTH.: DO NOT USE HTTP BASIC AUTH

• Let’s use the login form
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SECURE AUTH.: DO NOT STORE USER PASSWORDS TO SERVERS

• So, any attacker who can access the server can see them
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Attackers put webservers on their radar; it can be hacked!
Passwords stored in the server could also be leaked



SECURE AUTH.: STORE HASHES!

• Hide the passwords from the server
− Do not store the passwords directly
− Do store SHA256(“some_secret (salt)” + password)
− Example:

• SHA256(“some_secret (salt)” + “my-super-secure-password!@#$11”)
• 59636881ab9bf34263cf3f4d90f25d2b91e74e8804b802d25c8f4bc5c80846ee

• Can an adversary reconstruct the password from the hash?
− SHA256

• One-way function
• Many x exists that satisfies H(x) = y
• SHA256(‘Hello, world’) = SHA256(‘Something else’)

− Good luck!
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SECURE AUTH.: ILLUSTRATION OF HOW HASHING WORKS

• Send ID/password but the server stores hash of the password

HTTPS (TLS Security)

neuronoverflow: 59636881ab9bf34263cf3f4d90f25d2b91e74e8804b802d25c8f4bc5c80846ee

neuronoverflow:my-super-secure-password!@#$11

SHA256(“some_secret” + “my-super-secure-password!@#$11”)
= 59636881ab9bf34263cf3f4d90f25d2b91e74e8804b802d25c8f4bc5c80846ee
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SECURE AUTH.: HOW A SERVER WOULD PROCESS THE LOG-IN REQUEST?

• Once we submit the form
− The server searches the database (e.g., SQL DB)

• SELECT (username, password) FROM users WHERE username = ‘neuronoverflow’ 
and password = SHA256(secret + “my-super-secure-password!@#$11”)

− Note:
• The DB only stores the hash of the password
• Suppose an adversary has access to the DB
• They still need to compute the inverse to get the plaintext password
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TOPICS FOR TODAY

• Recap: TLS
• Recap: web security

− Password (authentication)
− Dictionary attack
− SQL injection attack

• (Advanced) web security
− Same-origin
− Cookies
− CSRF attacks
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DICTIONARY ATTACK

• The security guarantee assumes
− We choose the password randomly!

• In reality
− (12345678) Easy to memorize and type
− (OregonBeaverRocks) Some phrases familiar
− (Oregon1234) Add numbers on the phrase
− (password1234!!) Add special characters at the end
− …
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DICTIONARY ATTACK

• Search space is significantly reduced
− Suppose that the password is

• 13 characters and consists of [A-Za-z0-9]
• = 6213 possible combinations (2.002854e23)

− Suppose that
• We know the password starts from ‘Portland’
• = 625 possible combinations (9.1613283e8)
• = 1015 smaller
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SQL INJECTION

• Exploit the system’s weakness
− SELECT (username, password) FROM users WHERE username = ‘neuronoverflow’ 

and password = SHA256(secret + “my-super-secure-password!@#$11”)

• SQL injection
− We supply ‘or ‘a’=‘a as a password

− SELECT (username, password) FROM 
users WHERE 
username = ‘neuronoverflow’
and password = ‘’ or ‘a’ =‘a’

− THIS IS ALWAYS TRUE!!!
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SQL INJECTION

• What if we supply ‘ union select (‘admin’, ‘a’) where ‘a’=‘a as a password?
− SELECT (username, password) FROM users WHERE 
− username = ‘neuronoverflow’ and password = ‘’ 

union select (‘admin’, ‘a’) where ‘a’=‘a’

• You will have the admin
− None for the first select statement
− and the 2nd statement will query

• Username = ‘admin’
• Password = ‘a’
• Always return true ‘a’ = ‘a’
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TOPICS FOR TODAY

• Recap: TLS
• Recap: web security

− Password (authentication)
− Dictionary attack
− SQL injection attack

• (Advanced) web security
− Same-origin
− Cookies
− CSRF attacks
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SECURITY PRINCIPLES

• Confidentiality
− Malicious web sites should not be able to learn 

confidential information from our computers or other web sites

• Privacy
− Malicious web sites should not be able to spy on us or our online activities

• Integrity
− Malicious web sites should not be able to tamper with integrity 

of our computers or our information on other web sites

• Availability
− Malicious parties should not be able to keep us from accessing our web resources
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SECURITY PRINCIPLES: CONFIDENTIALITY AND INTEGRITY

• Security risk
− Malicious web sites should not be able to tamper with 

our information or interactions on other websites
− Example:

• Suppose we visit “malware.com”
• The attacker (who owns the website) should not be able to

read our emails or buy things with our Amazon accounts
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CONFIDENTIALITY AND INTEGRITY PROTECTION

• Same-origin policy
− A rule that prevents one website from tampering with other unrelated websites

• Enforced by the web browser
• Prevents a malicious website from tampering with behavior on other websites
• The key idea: webpages from the same site don’t need to be isolated
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CONFIDENTIALITY AND INTEGRITY PROTECTION

• Same-origin policy
− A rule that prevents one website from tampering with other unrelated websites

• Enforced by the web browser
• Prevents a malicious website from tampering with behavior on other websites
• The key idea: webpages from the same site don’t need to be isolated

− Every webpage has an origin defined by its URL with three parts:
• Protocol: The protocol in the URL
• Domain: The domain in the URL’s location
• Port: The port in the URL’s location 

(If not specified, the default is 80 for HTTP and 443 for HTTPS)
• Example:

− https://computer.science.org/assets/photo.png (default: 443)
− http://science.org:80/assets/new_photo.png
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CONFIDENTIALITY AND INTEGRITY PROTECTION

• Same-origin policy
− Two websites have the same origin if and only if
− The protocol, domain, and port of the URL all match exactly
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Domain I Domain II Same-origin?

https://cs.org http://www.cs.org No, domain mismatch

http://cs.org https://cs.org No, protocol mismatch

http://cs.org:80 http://cs.org:8080 No, protocol mismatch

https://cs.org/photo.png https://cs.org/data/my.htm Yes



CONFIDENTIALITY AND INTEGRITY PROTECTION

• Same-origin policy
− Two websites have the same origin if and only if
− The protocol, domain, and port of the URL all match exactly
− Example:

• cs.org embeds google.com
• The inner frame cannot interact with the outer frame
• The outer frame cannot interact with the inner one

− Exception I: 
• JavaScript runs with the origin of the page that loads it
• cs.org fetches JavaScript from google.com:

− The JavaScript has the origin of cs.org
− cs.org has “copy-pasted” JavaScript onto its webpage
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CONFIDENTIALITY AND INTEGRITY PROTECTION

• Same-origin policy
− Two websites have the same origin if and only if
− The protocol, domain, and port of the URL all match exactly
− Exception II: 

• Websites can fetch and display images/frames from other origins
• But the website only knows about the image’s size and dimensions

(The website cannot manipulate the image)
• The image and the frame has the origin of the page that it comes from
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CONFIDENTIALITY AND INTEGRITY PROTECTION

• Same-origin policy
− Two websites have the same origin if and only if
− The protocol, domain, and port of the URL all match exactly
− Exception III: 

• Websites can agree to allow some limited sharing
• Cross-origin resource sharing (CORS)
• Ex. the postMessage function in JavaScript

− Receiving origin decides if to accept the message based on the origin
− The correctness is enforced by the browser
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postMessage(“run this script”, script)



TOPICS FOR TODAY

• Recap: TLS
• Recap: web security

− Password (authentication)
− Dictionary attack
− SQL injection attack

• (Advanced) web security
− Same-origin
− Cookies
− CSRF attacks

Secure AI Systems Lab (SAIL) :: CS370 - Introduction to Security 38



Thank You!
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