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TOPICS FOR TODAY

• Recap
− Block ciphers
− Block cipher modes
− ECB weaknesses

• Block cipher modes
− How can an adversary exploit the ECB’s weakness (Micro-labs)?
− How can we address the ECB’s weakness?
− How secure is CBC and can an adversary exploit it (Micro-labs)?
− How can we address the CBC’s weakness?
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BLOCK CIPHER: ENCRYPTION

• Block cipher
− Cryptographic algorithm that work only with fixed-length set of bits

• Terminology
− Block: a fixed size message M
− Key: a secret we use for encryption

• Shared between a sender and a receiver
− Encryption: use K to convert M into E

Secure AI Systems Lab :: CS 344 - Operating Systems I 3

Block cipher
Key: 0xd7fe6798a7c6a9859b289ce

K

M
cs370{16bytemsg}

E

0x63733337307b3136627974656d73677d

0x354a820534573738475066bd38bf1540



BLOCK CIPHER: DECRYPTION

• Block cipher
− Cryptographic algorithm that work only with fixed-length set of bits

• Terminology
− Block: a fixed size message M
− Key: a secret we use for encryption

• Shared between a sender and a receiver
− Encryption: use K to convert M into E
− Decryption: use K to convert E into M

Secure AI Systems Lab :: CS 344 - Operating Systems I 4

Block cipher
DecryptionKey: 0xd7fe6798a7c6a9859b289ce

K

M
cs370{16bytemsg}

E

0x63733337307b3136627974656d73677d

0x354a820534573738475066bd38bf1540



BLOCK CIPHER

• Formally
− You can see encryption and decryption as
− Generating a permutation of numbers: 

• {0,1}n -> {0,1}n

• Mappings should be 1-to-1
− The key determines how to permute the numbers
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Block cipher
DecryptionKey: 0xd7fe6798a7c6a9859b289ce

K

M
cs370{16bytemsg}

E

0x63733337307b3136627974656d73677d

0x354a820534573738475066bd38bf1540

M Ciphertext

0 0xaf531b0e1

1 0x14a986e7a

2 0xad738009d

3 0x5ed6985c5

4 0xf3b8aa2e8

5 0xad04ec00e

… 0x59fd94c21



BLOCK CIPHER: IN OPERATION

• Goal
− We want to communicate with others securely (and privately)
− Both parties use the same block cipher algorithm

• 1st: Share the information about the key to use
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Let’s have Local Boyz for dinner!

Block cipher

E: 0xa0e82ffe

K: 0x5ed69….. (fixed-len)

M: 3
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BLOCK CIPHER: IN OPERATION

• Goal
− We want to communicate with others securely (and privately)
− Both parties use the same block cipher algorithm

• 1st: Share the information about the key to use
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Let’s have Local Boyz for dinner!E: 0xa0e82ffe

Block cipher

E: 0xa0e82ffe

K: 0x5ed69….. (fixed-len)

M: 3



BLOCK CIPHER: IN OPERATION

• Goal
− We want to communicate with others securely (and privately)
− Both parties use the same block cipher algorithm

• 1st: Share the information about the key to use
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Let’s have Local Boyz for dinner!E: 0xa0e82ffe

????????
What’s that 
number??



ELECTRONIC CODE BLOCK

• ECB
− A mode of block cipher operations
− We pad the length of a message at the end

• ECB Operation
− Suppose that we encrypt 15-byte data: 0123456789ABCDE (e.g., 0 = 0x30)
− ECB pads 0x01 (= 1-byte length) at the end
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Pos 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Hex 0x30 0x31 0x32 0x33 0x34 0x35 0x36 0x37 0x38 0x39 0x41 0x42 0x43 0x44 0x45 0x01



ELECTRONIC CODE BLOCK – CONT’D

• ECB
− A mode of block cipher operations
− We pad the length of a message at the end

• ECB Operation (corner-case)
− Suppose that we encrypt 16-byte data: 0123456789ABCDE\x01 (e.g., 0 = 0x30)
− How we can distinguish this from 15-byte data with 0x01 padding
− We pad 16-byte of 0x10 at the end (= we encrypt two blocks)
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Pos 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Hex 0x30 0x31 0x32 0x33 0x34 0x35 0x36 0x37 0x38 0x39 0x41 0x42 0x43 0x44 0x45 0x01

Pos 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Hex 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10



ELECTRONIC CODE BLOCK – CONT’D

• ECB
− A mode of block cipher operations
− We pad the length of a message at the end

• ECB Operation (corner-case)
− Suppose that we encrypt 31-byte data: 0123456789ABCDEF0123456789ABCDE
− How can we encrypt/decrypt this message?

• Split the message into 16-bytes: 0123456789ABCDEF + 0123456789ABCDE
• Encrypt the first block: 0123456789ABCDEF
• Encrypt the second block (with pads): 0123456789ABCDE\x01

− You can encrypt each block in parallel
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ELECTRONIC CODE BLOCK – CONT’D

• ECB Operation
− You can encrypt each block in parallel
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0000000000000

Block
Cipher

0101011101010

0000000000001

Block
Cipher

1111011101011

0000000000000

Block
Cipher

0101011101010

0000000000001

Block
Cipher

1111011101011

K K K K



ELECTRONIC CODE BLOCK – CONT’D

• ECB Operation
− You can encrypt (and decrypt) each block in parallel
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Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

0101011101010

0000000000000

1111011101011

0000000000001

0101011101010

0000000000000

1111011101011

0000000000001

KKK K



ELECTRONIC CODE BLOCK – CONT’D

• ECB weakness(es)
− Using the same key leads to the same ciphertext
− An adversary can guess the message by looking at the ciphertext
− Suppose:

• M: 0 -> C: 0x39827332…
• M: 1 -> C: 0x5a83f874…
• …
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MICRO-LABS

• ECB weakness
− I will provide you a super-secretly-encrypted photo
− Your job is to guess what’s in the photo
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ELECTRONIC CODE BLOCK – CONT’D

• ECB weakness(es)
− Using the same key leads to the same ciphertext
− An adversary can guess the message by looking at the ciphertext
− An adversary can modify the ciphertext to compromise the plaintext
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Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

0101011101010

0000000000000

1111011101011

0000000000001

0101011101010

0000000000000

1111011101011

0000000000001

KKK K

Attacker knows this

1111011101011

0000000000001



TOPICS FOR TODAY

• Recap
− Block ciphers
− Block cipher modes
− ECB weaknesses

• Block cipher modes
− How can an adversary exploit the ECB’s weakness (Micro-labs)?
− How can we address the ECB’s weakness?
− How secure is CBC and can an adversary exploit it (Micro-labs)?
− How can we address the CBC’s weakness?
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MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE ECB’S WEAKNESS?

• Goals
− Get the three flags by exploiting the ECB weakness

• Starter
− Go to ~/week2/ecb-attack and run ./launcher
− Enter encrypted.user
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uid (16-byte, an integer string)

username (16-byte, a string)

password (16-byte, a string)

Message 0 (16-byte, a string)

Message 1 (16-byte, a string)

Message 2 (16-byte, a string)

Is_admin (16-byte, an integer string)



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE ECB’S WEAKNESS?

• Goals
− Get the three flags by exploiting the ECB weakness

• Starter
− Go to ~/week2/ecb-attack and run ./launcher
− Enter encrypted.user
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Uid = 1

username = notadministrator

password = passwordpassword

The sky is blue,

cs370 crypto is

a boring class.

is_admin = 0



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE ECB’S WEAKNESS?

• Job 1
− Create a copy of this data with ‘uid == 0’
− Use template.py (marked as XXX)

• Hint
− Find the ciphertext corresponding to 0 
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Uid = 1

username = notadministrator

password = passwordpassword

The sky is blue,

cs370 crypto is

a boring class.

is_admin = 0



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE ECB’S WEAKNESS?

• Job 2
− Create a copy of this data with ‘is_admin == 1’
− Use template.py (marked as XXX)

• Hint
− Find the ciphertext corresponding to 1 
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Uid = 1

username = notadministrator

password = passwordpassword

The sky is blue,

cs370 crypto is

a boring class.

is_admin = 0



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE ECB’S WEAKNESS?

• Job 3
− Create a copy of this data with a different password
− Use template.py (marked as XXX)

• Hint
− Find the ciphertext not corresponding to ‘passwo…’
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Uid = 1

username = notadministrator

password = passwordpassword

The sky is blue,

cs370 crypto is

a boring class.

is_admin = 0



TOPICS FOR TODAY

• Recap
− Block ciphers
− Block cipher modes
− ECB weaknesses

• Block cipher modes
− Exploiting the ECB’s weakness (Micro-labs)?
− How can we address the ECB’s weakness?
− How secure is CBC and can an adversary exploit it (Micro-labs)?
− How can we address the CBC’s weakness?
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CIPHER BLOCK CHAIN

• CBC
− A mode of block cipher operations
− Operations

• M: XOR between IV (initialization vector) and the P0 (plaintext)
• Encryption: use the ciphertext from the prev. block as IV and run block encryption
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0000000000000

Block
Cipher

0101011101010

0000000000001

Block
Cipher

1100011110101

0000000000000

Block
Cipher

0001110111011

0000000000001

Block
Cipher

1101011101110

K K K K

101011101010 ⊕ ⊕ ⊕ ⊕
IV

IV ⊕ P0 C0 ⊕ P1

P0 P1 P2 P3

C1 ⊕ P2 C2 ⊕ P3

C0 C1 C2 C3



CIPHER BLOCK CHAIN – CONT’D

• CBC
− A mode of block cipher operations
− Operations

• M: XOR between IV (initialization vector) and the P0 (plaintext)
• Encryption: use the ciphertext from the prev. block as IV and run block encryption
• Decryption: user the ciphertext from the prev. block as IV and run block decryption
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Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

0101011101010

0000000000000

1100011110101

0000000000001

0001110111011

0000000000000

1101011101110

0000000000001

KKK K

101011101010 ⊕
IV

⊕ ⊕ ⊕

P0 = IV ⊕ D0

C0 C1 C2 C3

P1 = C0 ⊕ D1 P2 = C1 ⊕ D2 P3 = C2 ⊕ D3



CIPHER BLOCK CHAIN – CONT’D

• CBC
− A mode of block cipher operations
− Operations

• M: XOR between IV (initialization vector) and the P0 (plaintext)
• Encryption: use the ciphertext from the prev. block as IV and run block encryption
• Decryption: user the plaintext from the prev. block as IV and run block decryption

− Benefits
• Address the ECB’s weakness

− Both encryption and decryption are not deterministic
− We can do this by using a random IV

• Check it out by yourself: link to cbc-encrypted image
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https://secure-ai.systems/courses/Sec-UGrad/Sp23/resources/cbc-encrypted.bmp


TOPICS FOR TODAY

• Recap
− Block ciphers
− Block cipher modes
− ECB weaknesses

• Block cipher modes
− Exploiting the ECB’s weakness (Micro-labs)?
− Cipher block chain (CBC)
− How secure is CBC and can an adversary exploit it (Micro-labs)?
− How can we address the CBC’s weakness?
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CIPHER BLOCK CHAIN

• CBC weakness
− Can’t run encryption in parallel
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0000000000000

Block
Cipher

0101011101010

0000000000001

Block
Cipher

1100011110101

0000000000000

Block
Cipher

0001110111011

0000000000001

Block
Cipher

1101011101110

K K K K

101011101010 ⊕ ⊕ ⊕ ⊕
IV

IV ⊕ P0 C0 ⊕ P1

P0 P1 P2 P3

C1 ⊕ P2 C2 ⊕ P3

C0 C1 C2 C3



CIPHER BLOCK CHAIN

• CBC weakness
− Can’t run encryption in parallel
− But can run decryption in parallel (why this is a weakness?)
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Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

0101011101010

0000000000000

1100011110101

0000000000001

0001110111011

0000000000000

1101011101110

0000000000001

KKK K

101011101010 ⊕
IV

⊕ ⊕ ⊕

P0 = IV ⊕ D0

C0 C1 C2 C3

P1 = C0 ⊕ D1 P2 = C1 ⊕ D2 P3 = C2 ⊕ D3



CIPHER BLOCK CHAIN

• CBC weakness
− Can’t run encryption in parallel
− But can run decryption in parallel
− We can infer the dependency in decryption
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Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

0101011101010

0000000000000

1100011110101

0000000000001

0001110111011

0000000000000

1101011101110

0000000000001

KKK K

101011101010 ⊕
IV

⊕ ⊕ ⊕

P0 = IV ⊕ D0

C0 C1 C2 C3

P1 = C0 ⊕ D1 P2 = C1 ⊕ D2 P3 = C2 ⊕ D3



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE CBC’S WEAKNESS?

• Goals
− Get the three flags by exploiting the CBC’s weakness

• Starter
− Go to ~/week3/cbc-attack and run ./launcher
− Enter encrypted.user
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Uid = 1

username = notadministrator

password = passwordpassword

The sky is blue,

cs370 crypto is

a boring class.

is_admin = 0



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE CBC’S WEAKNESS?

• Job 1
− Create a copy of this data with ‘uid == 0’
− Use template.py (marked as XXX)
− (Warning) we cannot use the last block

• Hint
− Find a way to flip the decrypted value of the 1st block
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Uid = 1

username = notadministrator

password = passwordpassword

The sky is blue,

cs370 crypto is

a boring class.

is_admin = 0



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE CBC’S WEAKNESS?

• Job 1
− Create a copy of this data with ‘uid == 0’
− Use template.py (marked as XXX)
− (Warning) we cannot use the last block

• Hint
− Find a way to flip the decrypted value of the 1st block
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Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

uid = 1

0000000000001

notadministrator

notadministrator

passwordpassword

passwordpassword

The sky is blue,

The sky is blue,

KKK K

101011101010 ⊕
IV

⊕ ⊕ ⊕

P0 = IV ⊕ D0

C0 C1 C2 C3

P1 = C0 ⊕ D1 P2 = C1 ⊕ D2 P3 = C2 ⊕ D3



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE CBC’S WEAKNESS?

• Job 1
− Create a copy of this data with ‘uid == 0’
− Use template.py (marked as XXX)
− (Warning) we cannot use the last block

• Hint
− Find a way to flip the decrypted value of the 1st block
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Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

uid = 1

0000000000001

notadministrator

notadministrator

passwordpassword

passwordpassword

The sky is blue,

The sky is blue,

KKK K

101011101010 ⊕
IV

⊕ ⊕ ⊕

P0 = IV ⊕ D0

C0 C1 C2 C3

P1 = C0 ⊕ D1 P2 = C1 ⊕ D2 P3 = C2 ⊕ D3

We know P0’s last bit is 1



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE CBC’S WEAKNESS?

• Job 1
− Create a copy of this data with ‘uid == 0’
− Use template.py (marked as XXX)
− (Warning) we cannot use the last block

• Hint
− Find a way to flip the decrypted value of the 1st block
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Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

uid = 1 notadministrator passwordpassword The sky is blue,

KKK K

101011101011 ⊕
IV

⊕ ⊕ ⊕

P0 = IV ⊕ D0

C0 C1 C2 C3

P1 = C0 ⊕ D1 P2 = C1 ⊕ D2 P3 = C2 ⊕ D3
0000000000000 notadministrator passwordpassword The sky is blue,

What if we flip IV’s last bit from 0 to 1



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE CBC’S WEAKNESS?

• Job 2
− Create a copy of this data with ‘is_admin == 1’
− Use template.py (marked as XXX)
− (Warning) we cannot use the last block

• Hint
− Find a way to flip the decrypted value of the 6th block
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Uid = 1

username = notadministrator

password = passwordpassword

The sky is blue,

cs370 crypto is

a boring class.

is_admin = 0



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE CBC’S WEAKNESS?

• Job 2
− Create a copy of this data with ‘is_admin == 1’
− Use template.py (marked as XXX)
− (Warning) we cannot use the last block

• Hint
− Find a way to flip the decrypted value of the 6th block
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Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

The sky is blue,

The sky is blue,

cs370 crypto is

cs370 crypto is

a boring class

a boring class

is_admin=0

0000000000000000

KKK K

Passwordpass.. ⊕
IV

⊕ ⊕ ⊕

P0 = IV ⊕ D0

C0 C1 C2 C3

P1 = C0 ⊕ D1 P2 = C1 ⊕ D2 P3 = C2 ⊕ D3



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE CBC’S WEAKNESS?

• Job 2
− Create a copy of this data with ‘is_admin == 1’
− Use template.py (marked as XXX)
− (Warning) we cannot use the last block

• Hint
− Find a way to flip the decrypted value of the 6th block
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Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

The sky is blue,

The sky is blue,

cs370 crypto is

cs370 crypto is

a boring class

a boring class

is_admin=0

0000000000000000

KKK K

Passwordpass.. ⊕
IV

⊕ ⊕ ⊕

P0 = IV ⊕ D0

C0 C1 C2 C3

P1 = C0 ⊕ D1 P2 = C1 ⊕ D2 P3 = C2 ⊕ D3

We know P3’s last bit is 0Flip C2’s last bit



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE CBC’S WEAKNESS?

• Job 2
− Create a copy of this data with ‘is_admin == 1’
− Use template.py (marked as XXX)
− (Warning) we cannot use the last block

• Hint
− Find a way to flip the decrypted value of the 6th block
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Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

The sky is blue,

The sky is blue,

cs370 crypto is

cs370 crypto is

a boring class

a boring class

is_admin=0

0000000000000001

KKK K

Passwordpass.. ⊕
IV

⊕ ⊕ ⊕

P0 = IV ⊕ D0

C0 C1 C2 C3

P1 = C0 ⊕ D1 P2 = C1 ⊕ D2 P3 = C2 ⊕ D3

C3 will be decoded to 1



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE CBC’S WEAKNESS?

• Job 3
− Create a copy of this data with
− The change from ‘boring’ to ‘superb’
− Use template.py (marked as XXX)

• Hint
− Find a way to modify the plaintext of the 5th block

Secure AI Systems Lab :: CS 344 - Operating Systems I 41

Uid = 1

username = notadministrator

password = passwordpassword

The sky is blue,

cs370 crypto is

a boring class.

is_admin = 0



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE CBC’S WEAKNESS?

• Job 3
− Create a copy of this data with
− The change from ‘boring’ to ‘superb’
− Use template.py (marked as XXX)

• Hint
− Find a way to modify the plaintext of the 5th block
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Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

The sky is blue,

The sky is blue,

cs370 crypto is

cs370 crypto is

a boring class

a boring class

is_admin=0

0000000000000000

KKK K

Passwordpass.. ⊕
IV

⊕ ⊕ ⊕

P0 = IV ⊕ D0

C0 C1 C2 C3

P1 = C0 ⊕ D1 P2 = C1 ⊕ D2 P3 = C2 ⊕ D3

We know C1 should be modified, but how?



MICRO-LABS: HOW CAN AN ADVERSARY EXPLOIT THE CBC’S WEAKNESS?

• Job 3
− Create a copy of this data with
− The change from ‘boring’ to ‘superb’
− Use template.py (marked as XXX)

• Hint
− Find a way to modify the plaintext of the 5th block
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Find a way to make the XOR output between C1 and D2 be ‘superb’

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

Block
Cipher-1

The sky is blue,

The sky is blue,

cs370 crypto is

cs370 crypto is

a boring class.

a boring class

is_admin=0

0000000000000000

KKK K

Passwordpass.. ⊕
IV

⊕ ⊕ ⊕

P0 = IV ⊕ D0

C0 C1 C2 C3

P1 = C0 ⊕ D1 P2 = C1 ⊕ D2 P3 = C2 ⊕ D3



TOPICS FOR TODAY

• Recap
− Block ciphers
− Block cipher modes
− ECB weaknesses

• Block cipher modes
− Exploiting the ECB’s weakness (Micro-labs)?
− Cipher block chain (CBC)
− Exploiting the CBC’s weakness (Micro-labs)?
− How can we address the CBC’s weakness?
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Thank You!

Secure AI Systems Lab

Tu/Th 4:00 – 5:50 PM

Sanghyun Hong
sanghyun.hong@oregonstate.edu


