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TOPICS FOR TODAY

* Public key cryptography
- What is it?
- What problem does it solve?
- What is a popular public-key cryptography algorithm?
- What can we do with the public-key crypto-algorithm in practice?
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SYMMETRIC KEY CRYPTOGRAPHY

* So far, we’ve talked about this world

M: Hello M: Hello
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SYMMETRIC KEY CRYPTOGRAPHY

* Problems
- How can we securely share the key between two parties?
- How can we manage communications from/to multiple parties (100+)?
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SYMMETRIC KEY CRYPTOGRAPHY

* Problems
- How can we securely share the key between two parties?
- How can we manage communications from/to multiple parties (100+)?

* Solutions
- What if | have two keys?
» Key A that only can encrypt a message (but can’t decrypt)
* Key B that can encrypt and decrypt a message
- How can | leverage the two keys?
e Share Key A to others
e Do not share; keep Key B private
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PUBLIC KEY CRYPTOGRAPHY

* The key idea
key cryptography
- Use two different keys for encryption and decryption
: share to others, only can encrypt a message
: do not share, can encrypt and decrypt
- What is possible?
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PUBLIC KEY CRYPTOGRAPHY

* The key idea
- Asymmetric key cryptography
- Use two different keys for encryption and decryption
* Public key: share to others, only can encrypt a message
* Private key: do not share, can encrypt and decrypt
- What is possible?

S
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PUBLIC KEY CRYPTOGRAPHY

* The key idea
- Asymmetric key cryptography
- Use two different keys for encryption and decryption
* Public key: share to others, only can encrypt a message
* Private key: do not share, can encrypt and decrypt
- What is possible?

M: Hello ﬁ
I
e

C: 0x12f573bde2
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PUBLIC KEY CRYPTOGRAPHY

* The key idea
key cryptography
- Use two different keys for encryption and decryption
: share to others, only can encrypt a message
: do not share, can encrypt and decrypt
- What is possible?
* No one can decrypt a ciphertext unless they have the private key
* We do not need to share the private key to anyone else
* We share public key that can only encrypt the message
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PUBLIC KEY CRYPTOGRAPHY: RSA

e RSA (Rivest, Shamir, Adleman)
— A popular public key cryptography algorithm
— It exploits the difficulty of prime factorization
* To break RSA, an adversary solves the prime factorization of a large number
- It is used for digital signature (we will revisit this later)

Oregon State
& University

Secure Al Systems Lab :: CS 370 - Introduction to Security

10



RSA

* Asymmetric key cryptography
— Public key: e and N
— Private key: d

» Key selection:
— Choose two large prime number, p and g
* Public key:
- Set N = pq
— Choose e as a coprime of ¢ = (p-1)(g-1)
* Private key:
- Fine d that satisfies de == 1 (mod ¢)
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RSA

» Key selection:
— Choose two large prime number, p and g
* Public key:
- Set N = pq
— Choose e (e.g., 65537) as a coprime of ¢ = (p-1)(g-1)
* Private key:
- Fine d that satisfies de == 1 (mod ¢)

* Security
— Concern: can an adversary guess the private key from the public key?
- To do such an attack, the attacker needs to find ¢
— But we choose pand g as a ; thus, it is difficult
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RSA ENCRYPTION

e Suppose we have
— Public key: e, N
- Message: M
- Ciphertext:
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RSA DECRYPTION

* We have
— Public key: e, N
- Message: M
- Ciphertext:

* Suppose we also have
— Public key: e N
— Private key: d (that satisfies ed = 1)
— Ciphertext: C= M¢

- Plaintext:
¢ =(M¢)9mod N
e =M¢ mod N

e =M mod N (N is a really large prime, so mostly it’s N)
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RSA-4096
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RSA-4096 (coNT'D]

* Encryption

>>>m = 12345
= pow(m, e, n) # m *x e

>>> ¢
>>> C

44378470637778735239608611810942282378207997450147968063174353524631847658659086953707365508877463886993450049298512874492100304888894329853348670989505877423737248417
80400795758744992904133748470628082245089418796820314345284578141769246629011746745886476950463573078507843823434081211222204304995686000554834475890467697637847246844
86322116873999832137123999826443871919655383966531625400636903013509472170170783645161654011399643660644599309304122890591448950111746282695420794882322431789196358093
93698243007398395836444485292409163123893335382268476709587920108064020611921281974647321167361411263176436550983106315712512550381458866081739361427686243767474405671
69692125314664517901546160085826260515730441315966363225307638897736648597973005918020773823738345800626702521376930918572923154615954417872571773424229933552200952804
22942476481060100821238941445817250493239517641421074872678593347890043728988899931048881456864826850140750986137042474998371731154209998675414707669442684372571942321
22531302749839804996479430073226620101139728472052638053446458176003508443044486697874544730775786131613929373770832871564550265529076972479414717864262176092017206844
5561283568170818845183097678931422241453739518372479767621293111

(c, d, n) # c *x d % n
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RSA-4096 (coNT'D]

&< > C @& github.com/ton h w O @

* Benefits:

enerits:
ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQC0QI9S7V+CufAgwoehnf2TqsJILTsu8pUA3FgpS2mdVwcMcTs++8P5sQcXHL

- We can p u bl IClZze our p u bl IC keyS £DMNLpWN4k7NQgxa¥1oXy5e25x/4VhXaJXWEL 3 1luSw+Phv/PB2+aGLvqCUirsLTAD2r7ieMhd/pcVE/HLhNUQGnO1

mupdbDyqZoGD/uCcJiYav8i/V7nJWJouHA8yq31XS2yqXpIm3VC7UZZHzUsVIA9Us5YqFOhKYeaGruIHR2bwoDF92
FMss5t6/pzxM1jU/ccYwvvRDAI7WX404+2zLuZ6RWvsU6LGbbb0pQdB72t1V41£fSefwFsk4IJRAKbyV3Xj£25pV4IX0

— Encryption/decryption Toghy+ 4075, Jxer?

* Anyone can encrypt their Ms
with your public key: (e, N) is public and C := M® mod N

* Only you can decrypt this message:
d is private M¢d == M1 == M (mod N)
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PUBLIC KEY CRYPTOGRAPHY AND KEY EXCHANGE

» Suppose we have five people (A, B, C, D, E)
- How many keys do we need to make them communicate securely?
- How can we make everybody be able to talk to anyone?

* In block cipher A
- Need 1 key for two of them (A and B) can talk securely
- How many keys do we need for all?
* A-B, A-C, A-D, A-E
* B-C, B-D, B-E
* C-D, C-E
* D-E
* 10 keys (sC2 = 10)
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KEY EXCHANGE IN SYMMETRIC KEY CRYPTOGRAPHY

» Key exchange complexity
- A key per each pair of people
- wC2=N(N-1)/2
- O(NZ)
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KEY EXCHANGE IN KEY CRYPTOGRAPHY

* Key exchange complexity
— Each person shares their public key to everybody
— But they do not share their private key
- We need O(N) keys

* Benefit: it scales!
- Suppose we have a crypto conference with 400 folks

— Symmetric key crypto: we need 400 x 399 / 2 keys for secure comm.

- Asymmetric key crypto: we only need 400 public-private key pairs
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RSA AND DIGITAL SIGNATURE

* Digital signature
- A mathematical scheme for verifying the of digital messages
— RSA can be used for the digital signature

* Recap: encryption and decryption
- Encryption is applying the public exponent to a plaintext:
— Decryption is applying the private exponent to a ciphertext:
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RSA AND DIGITAL SIGNATURE

* Digital signature
- A mathematical scheme for verifying the of digital messages
— RSA can be used for the digital signature

* Recap: encryption and decryption
- Encryption is applying the public exponent to a plaintext:
— Decryption is applying the private exponent to a ciphertext:

* Encryption and decryption for digital signature
- Encryption is applying the private exponent to a plaintext:
— Decryption is applying the public exponent to a ciphertext:
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RSA AND DIGITAL SIGNATURE

* Digital signature
- A mathematical scheme for verifying the of digital messages
— RSA can be used for the digital signature

* Encryption and decryption for digital signature
- Encryption is applying the private exponent to a plaintext:
— Decryption is applying the public exponent to a ciphertext:
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RSA AND DIGITAL SIGNATURE

* Digital signature
- A mathematical scheme for verifying the authenticity of digital messages
— RSA can be used for the digital signature

* Encryption and decryption for digital signature
— Encryption is applying the private exponent to a plaintext: C = M mod N
— Decryption is applying the public exponent to a ciphertext: M = C* mod N

M: Hello

Y
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RSA AND DIGITAL SIGNATURE

* Digital signature
- A mathematical scheme for verifying the authenticity of digital messages
— RSA can be used for the digital signature

* Encryption and decryption for digital signature
— Encryption is applying the private exponent to a plaintext: C = M mod N
— Decryption is applying the public exponent to a ciphertext: M = C* mod N

M: Hello ﬁ

(9)

Y

C: 0x12f573bde2

It’s from “Alice”
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RSA AND DIGITAL SIGNATURE: EXAMPLE

* Suppose:
- A wants to send “l would like to buy a Pizza for Sanghyun if | get A from CS 370”
- A encrypts the plaintext with their private key
- C=mYmodN
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RSA AND DIGITAL SIGNATURE: EXAMPLE

* Suppose:
- You want to send “l would like to buy a Pizza for Sanghyun if | get A from CS 370"

- You encrypt the plaintext with their private key
- C=mYmodN

* Now Sanghyun receives C Important:
-C=m9mod N - C only can be generated with the private key
— SH has the public key e - C can be decrypted by anyone who has “e”
— and runs Ce - We know the private key owner endorsed M
o == mde - We call it as “ o
¢ == ml

e == m (mod N)
e == “] would like to buy a Pizza for Sanghyun ...”
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RSA AND DIGITAL SIGNATURE

e Can we use symmetric key for “signing”?
- A-B, A-C, A-D, A-E
- B-C, B-D, B-E
- C-D, C-E
- D-E

* Suppose M was encrypted with the key shared between D and E
— Either D or E can generate the message -> ambiguity
— Only D or E can verify that -> it is not public
- They must leak the key D-E for verification -> the secret key need to be publicized
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TOPICS FOR TODAY

* Public key cryptography
- A symmetric key cryptography
- Benefits:
* We don’t need to share our private keys
* Only the private key owners can decrypt C generated by the public key
- RSA-4096
- In practice, we use it:
e For the secure communication
* For the digital signature (i.e., “signing”)
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Thank You!

Tu/Th 4:00 — 5:50 PM
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