
Secure AI Systems Lab

CS 370: INTRODUCTION TO SECURITY
04.25: RSA, DIGITAL CERTIFICATE

Tu/Th 4:00 – 5:50 PM

Sanghyun Hong
sanghyun.hong@oregonstate.edu



TOPICS FOR TODAY

• Public key cryptography
− What is it?
− What problem does it solve?
− What is a popular public-key cryptography algorithm?
− What can we do with the public-key crypto-algorithm in practice?
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SYMMETRIC KEY CRYPTOGRAPHY

• So far, we’ve talked about this world
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SYMMETRIC KEY CRYPTOGRAPHY

• Problems
− How can we securely share the key between two parties?
− How can we manage communications from/to multiple parties (100+)?
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SYMMETRIC KEY CRYPTOGRAPHY

• Problems
− How can we securely share the key between two parties?
− How can we manage communications from/to multiple parties (100+)?

• Solutions
− What if I have two keys?

• Key A that only can encrypt a message (but can’t decrypt)
• Key B that can encrypt and decrypt a message

− How can I leverage the two keys?
• Share Key A to others
• Do not share; keep Key B private
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PUBLIC KEY CRYPTOGRAPHY

• The key idea
− Asymmetric key cryptography
− Use two different keys for encryption and decryption

• Public key: share to others, only can encrypt a message
• Private key: do not share, can encrypt and decrypt

− What is possible?
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PUBLIC KEY CRYPTOGRAPHY

• The key idea
− Asymmetric key cryptography
− Use two different keys for encryption and decryption

• Public key: share to others, only can encrypt a message
• Private key: do not share, can encrypt and decrypt

− What is possible?
• No one can decrypt a ciphertext unless they have the private key
• We do not need to share the private key to anyone else
• We share public key that can only encrypt the message

Secure AI Systems Lab :: CS 370 - Introduction to Security 9



PUBLIC KEY CRYPTOGRAPHY: RSA

• RSA (Rivest, Shamir, Adleman)
− A popular public key cryptography algorithm
− It exploits the difficulty of prime factorization

• To break RSA, an adversary solves the prime factorization of a large number
− It is used for digital signature (we will revisit this later)
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RSA

• Asymmetric key cryptography
− Public key: e and N
− Private key: d

• Key selection:
− Choose two large prime number, p and q

• Public key: 
− Set N = pq
− Choose e as a coprime of φ = (p-1)(q-1)

• Private key:
− Fine d that satisfies de == 1 (mod φ)
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RSA

• Key selection:
− Choose two large prime number, p and q

• Public key: 
− Set N = pq
− Choose e (e.g., 65537) as a coprime of φ = (p-1)(q-1)

• Private key:
− Fine d that satisfies de == 1 (mod φ)

• Security
− Concern: can an adversary guess the private key from the public key?
− To do such an attack, the attacker needs to find φ
− But we choose p and q as a large prime number; thus, it is difficult
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RSA ENCRYPTION

• Suppose we have
− Public key: e, N
− Message: M
− Ciphertext: Me mod N
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RSA DECRYPTION

• We have
− Public key: e, N
− Message: M
− Ciphertext: Me mod N

• Suppose we also have
− Public key: e N
− Private key: d (that satisfies ed = 1)
− Ciphertext: C = Me

− Plaintext: Cd mod N
• = (Me)d mod N
• = Med mod N
• = M mod N (N is a really large prime, so mostly it’s N)
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RSA-4096

• N

• p and q

• e and d
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RSA-4096 (CONT’D)

• Encryption

• p and q
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RSA-4096 (CONT’D)

• Benefits:
− We can publicize our public keys
− Encryption/decryption

• Anyone can encrypt their Ms
with your public key: (e, N) is public and C := Me mod N

• Only you can decrypt this message: 
d is private Med == M1 == M (mod N)
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PUBLIC KEY CRYPTOGRAPHY AND KEY EXCHANGE

• Suppose we have five people (A, B, C, D, E)
− How many keys do we need to make them communicate securely?
− How can we make everybody be able to talk to anyone?

• In block cipher
− Need 1 key for two of them (A and B) can talk securely
− How many keys do we need for all?

• A-B, A-C, A-D, A-E
• B-C, B-D, B-E
• C-D, C-E
• D-E
• 10 keys (5C2 = 10)
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KEY EXCHANGE IN SYMMETRIC KEY CRYPTOGRAPHY

• Key exchange complexity
− A key per each pair of people
− nC2 = N (N – 1) / 2
− O(N2)
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KEY EXCHANGE IN ASYMMETRIC KEY CRYPTOGRAPHY

• Key exchange complexity
− Each person shares their public key to everybody
− But they do not share their private key 
− We need O(N) keys

• Benefit: it scales!
− Suppose we have a crypto conference with 400 folks
− Symmetric key crypto: we need 400 x 399 / 2 keys for secure comm.
− Asymmetric key crypto: we only need 400 public-private key pairs
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RSA AND DIGITAL SIGNATURE

• Digital signature
− A mathematical scheme for verifying the authenticity of digital messages
− RSA can be used for the digital signature

• Recap: encryption and decryption
− Encryption is applying the public exponent to a plaintext: C = Me mod N
− Decryption is applying the private exponent to a ciphertext: M = Cd mod N
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RSA AND DIGITAL SIGNATURE

• Digital signature
− A mathematical scheme for verifying the authenticity of digital messages
− RSA can be used for the digital signature

• Recap: encryption and decryption
− Encryption is applying the public exponent to a plaintext: C = Me mod N
− Decryption is applying the private exponent to a ciphertext: M = Cd mod N

• Encryption and decryption for digital signature
− Encryption is applying the private exponent to a plaintext: C = Md mod N
− Decryption is applying the public exponent to a ciphertext: M = Ce mod N
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RSA AND DIGITAL SIGNATURE

• Digital signature
− A mathematical scheme for verifying the authenticity of digital messages
− RSA can be used for the digital signature

• Encryption and decryption for digital signature
− Encryption is applying the private exponent to a plaintext: C = Md mod N
− Decryption is applying the public exponent to a ciphertext: M = Ce mod N
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RSA

M: Hello

C: 0x12f573bde2 It’s from “Alice”



RSA AND DIGITAL SIGNATURE: EXAMPLE

• Suppose:
− A wants to send “I would like to buy a Pizza for Sanghyun if I get A from CS 370”
− A encrypts the plaintext with their private key
− C = md mod N
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RSA AND DIGITAL SIGNATURE: EXAMPLE

• Suppose:
− You want to send “I would like to buy a Pizza for Sanghyun if I get A from CS 370”
− You encrypt the plaintext with their private key
− C = md mod N

• Now Sanghyun receives C
− C = md mod N
− SH has the public key e
− and runs Ce

• == mde

• == m1

• == m (mod N)
• == “I would like to buy a Pizza for Sanghyun …”
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Important:
- C only can be generated with the private key
- C can be decrypted by anyone who has “e”
- We know the private key owner endorsed M
- We call it as “signing”



RSA AND DIGITAL SIGNATURE

• Can we use symmetric key for “signing”?
− A-B, A-C, A-D, A-E
− B-C, B-D, B-E
− C-D, C-E
− D-E

• Suppose M was encrypted with the key shared between D and E
− Either D or E can generate the message -> ambiguity
− Only D or E can verify that -> it is not public
− They must leak the key D-E for verification -> the secret key need to be publicized
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TOPICS FOR TODAY

• Public key cryptography
− A symmetric key cryptography
− Benefits:

• We don’t need to share our private keys
• Only the private key owners can decrypt C generated by the public key

− RSA-4096
− In practice, we use it:

• For the secure communication
• For the digital signature (i.e., “signing”)
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Thank You!
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