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SOME FUN TOPICS!

• Societal issues by large language models
− https://mastodon.social/@danluu/110335983520055904
− [Extra-credit opportunity: 5%] Write a CTF report with ChatGPT
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TOPICS FOR TODAY

• Recap: SSL and TLS security
− SSL/TLS handshakes (hello-s)
− (Perfect) Forward Security
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RECAP: THE INTERNET WITHOUT SECURITY

Search “Dog”

Everybody in the Middle Knows That I Searched ‘dogs’
and They Also Know the Search Result… Ugh…
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RECAP: THE INTERNET WITH A SECURE MECHANISM (SSL/TLS)

Search “Dog”

Check certificate, exchange keys, apply encryption with HMAC

Middle mans never know
DH exchange keys!!

I know these two are 
communicating but not 
about the secret key…0x1ce42780dfa1cea

089a9ea00de059ef5

Search “Dog”

The Middlemen Will Only See the Encrypted Contents
They Will Never Know the Secret Key …
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RECAP: WHY TRANSPORT LAYER SECURITY (TLS)?

• Independent from the application running on a host

Process Process

socket socket

Host A Host B
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Network
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RECAP: SSL/TLS HANDSHAKING
Client (You)
• 1. Send ‘client hello’

− Version
− Random number
− Cipher suites available

Server (oregonstate.edu)

• 2. Send ‘server hello’
− Version

− Random number
− Cipher suites chosen

• 3. Send ‘server certificate’
− Full chain of digital certificates
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RECAP: SSL/TLS HANDSHAKING
Client (You)
• 1. Send ‘client hello’

Server (oregonstate.edu)

• 2. Send ‘server hello’
• 3. Send ‘server certificate’

• 4. Server key exchange
− Send ECDHE public values 

− Signed by the server’s private key

• 5. ‘server hello’ done
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RECAP: SSL/TLS HANDSHAKING
Client (You)
• 1. Send ‘client hello’

• 6. Client key exchange
− Send ECDHE public values (client)

Server (oregonstate.edu)

• 2. Send ‘server hello’
• 3. Send ‘server certificate’

• 4. Server key exchange
− Send ECDHE public values 

− Signed by the server’s private key

• 5. ‘server hello’ done
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RECAP: SSL/TLS HANDSHAKING
Client (You)
• 1. Send ‘client hello’

• 6. Client key exchange
• 7. Change cipher spec
• 8. Handshake message (encrypted)

Server (oregonstate.edu)

• 2. Send ‘server hello’
• 3. Send ‘server certificate’

• 4. Server key exchange
• 5. ‘server hello’ done

• 9. Change cipher spec
• 10. Handshake message (encrypted) 
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Now, We Can Start Communicating with Encrypted MSG!



RECAP: SSL/TLS HANDSHAKING

• Send/receive application data
− Both client and server will send encrypted data
− [ encrypted data ] [ MAC ]

• Server: server_write_key and server_write_mac_key
• Client : client_write_key and client_write_mac_key
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TOPICS FOR TODAY

• Recap: SSL and TLS security
− SSL/TLS handshakes (hello-s)
− (Perfect) Forward Security
− Example: a web-server with HTTPs
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EXAMPLE: A WEB SERVER

• Suppose we talk to a webserver (HTTP)

HTTP
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EXAMPLE: A WEB SERVER
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• Suppose we talk to a webserver (HTTP)



EXAMPLE: A WEB SERVER

• Suppose we use HTTPs (instead of HTTP)

TLS TLSInsecure Internet
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EXAMPLE: A WEB SERVER

Run TLS handshake to establish a secure channel
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TLS TLSInsecure Internet

A WEB SERVER EXAMPLE
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LET’S SEE HOW HTTP PACKETS LOOK LIKE
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LET’S SEE HOW HTTPS PACKETS LOOK LIKE
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LET’S SEE HOW HTTPS PACKETS LOOK LIKE
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HTTPS PACKETS
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BENEFIT OF USING TLS

• TLS establishes a secure communication channel
− Over the insecure Internet
− Adds authenticity, confidentiality, and integrity to the channel

• Applications don’t have to change their protocol
− Just wrap the protocol with TLS

• How can we make HTTP secure?
− Wrap with TLS: https://...
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HOW CAN WE USE TLS?

• Many libraries are available
− OpenSSL
− libsodium
− bouncycastle
− SSL/TLS support in many other languages (Python, etc.)

• Just wrap with this
− What does it mean???
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EXAMPLE: PYTHON WEBSERVER AND CLIENT

• Suppose we do the followings:
− Send ‘Hello’ to the server
− Receive a number from the server
− Add one to the number and send back to the server
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NON-TLS: CLIENT
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• Suppose we ..
− Send ‘Hello’ to the server
− Receive a number from the server
− Add one to the number 

and send this back to the server



NON-TLS: SERVER
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• Suppose we ..
− Send ‘Hello’ to the server
− Receive a number from the server
− Add one to the number 

and send this back to the server



NON-TLS CLIENT VS TLS CLIENT
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NON-TLS SERVER VS TLS SERVER
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TOPICS FOR TODAY

• Recap: SSL and TLS security
− SSL/TLS handshakes (hello-s)
− (Perfect) Forward Security
− Example: a web-server with HTTPs

• Web security (authentication)
− Password
− Dictionary attack
− SQL injection attack
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WWW: WORLD-WIDE WEB

• WWW
− Formal: An information system enabling documents 

and other web resources to be accessed over the Internet
− Informal: the Internet for non-techie folks

• Uses HTTP as a document-delivery protocol
− Request: GET /index.html HTTP/1.0\r\n
− Response: 200 OK HTTP/1.0\r\n
− … contents …
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HOW CAN WE DO ACCESS CONTROL ON THE WEB?

• Suppose we don’t have access control
− Anyone can access any document via URLs (:= uniform resource locator)
− http://www.bankofamerica.com/<your_account> 

• We can apply access control on our websites
− Use passwords
− On the bankofamerica.com, type:

• ID : your-account
• PW: your-password
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HTTP BASIC AUTHENTICATION

• HTTP basic authentication
− A simple challenge and response mechanism
− A server can request authentication information (ID and Password) from a client
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HTTP BASIC AUTHENTICATION: IN SECURE

• HTTP basic authentication
− A simple challenge and response mechanism
− A server can request authentication information (ID and Password) from a client

• Monitor the stream:
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THE STRING IN THE AUTHORIZATION FIELD

• Uses Base64 Encoding
− Binary to Text encoding
− Uses printable 64-characters

• Suppose you have a string “ASD”
− 01000001 01010011 01000100
− 010000 010101 001101 000100 (6 bits)
− Q V            N E
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THE STRING IN THE AUTHORIZATION FIELD: BINARY TO STRING

• Uses Base64 Encoding
− Binary to Text encoding
− Uses printable 64-characters

• Suppose you have a string “ffe0e8” (hex)
− 11111111 11100000 11101000
− 111111 111110 000011 101000 (6 bits)
− /             +            D            o
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CHARACTERISTICS OF A BASE64 STRING

• Base64 encoding
− All printable characters
− Has / and + in addition to 
− [A-Za-z0-9]

• DIT (Micro-lab)
− https://www.base64decode.net/
− bmV1cm9u/b3ZlcmZsb3c6Y3MzNzB7Q+jRzSWNfQXV/USF9JNV9OMFRfczNDdVIzfQ==
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HTTP BASIC AUTHENTICATION: IMPLICATIONS

• We can use HTTP basic auth.
− To do access control on our webpages
− Users need to type the matching username and password
− Otherwise, you can’t access the page

• It is insecure:
− HTTP packets are unencrypted
− base64Encode(username:password) is there!
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• Let’s use HTTPS

• No one other than the server/client can see the content!

SOLUTION: HTTPS

TLS TLSInsecure Internet

Secure AI Systems Lab (SAIL) :: CS370 - Introduction to Security 40



• Let’s use HTTPS

• No one other than the server/client can see the content!

SOLUTION: HTTPS

TLS TLSInsecure Internet
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Are we safe now?



THE PASSWORDS WILL BE STORED TO THE SERVER

• So, anyone who can access the server can see them
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THE PASSWORDS WILL BE STORED TO THE SERVER

• So, anyone who can access the server can see them
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Attackers put webservers on their radar; it can be hacked!
Passwords stored in the server could also be leaked



HOW CAN WE ADDRESS THIS ISSUE?

• We can hide the passwords from the server
− Do not store the passwords directly
− Do store SHA256(“some_secret (salt)” + password)
− Example:

• SHA256(“some_secret (salt)” + “my-super-secure-password!@#$11”)
• 59636881ab9bf34263cf3f4d90f25d2b91e74e8804b802d25c8f4bc5c80846ee
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HOW CAN WE ADDRESS THIS ISSUE? HASHING

• Hash the password
− SHA256(“some_secret (salt)” + “my-super-secure-password!@#$11”)
− 59636881ab9bf34263cf3f4d90f25d2b91e74e8804b802d25c8f4bc5c80846ee

• Can an adversary reconstruct the password from the hash?
− SHA256

• One-way function
• Many x exists that satisfies H(x) = y
• SHA256(‘Hello, world’) = SHA256(‘Something else’)

− Good luck!
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SECURE PRACTICE: DO NOT USE HTTP BASIC AUTH

• Let’s use the login form
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SECURE PRACTICE: DO USE THE PASSWORD AUTHENTICATION

• Send ID/password but the server stores hash of the password

HTTPS (TLS Security)

neuronoverflow: 59636881ab9bf34263cf3f4d90f25d2b91e74e8804b802d25c8f4bc5c80846ee

neuronoverflow:my-super-secure-password!@#$11

SHA256(“some_secret” + “my-super-secure-password!@#$11”)
= 59636881ab9bf34263cf3f4d90f25d2b91e74e8804b802d25c8f4bc5c80846ee
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LET’S THINK ABOUT HOW THE SERVER SHOULD WORK

• The server’s procedure
− A user enters their ID and password
− The server queries the database to find 

(Username, SHA256(‘some secret’ + password))
− If exists, allow log-in
− If not, then reject the request
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LET’S THINK ABOUT HOW THE SERVER SHOULD WORK

• The server searches the database
• Suppose the database uses SQL

(Tutorials on: https://sqlbolt.com/lesson/select_queries_introduction)
− SELECT (username, password) FROM users WHERE username = ‘neuronoverflow’ 

and password = SHA256(secret + “my-super-secure-password!@#$11”)
− Note:

• The DB only stores the hash of the password
• Suppose an adversary has access to the DB
• They still need to compute the inverse to get the plaintext password
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SECURITY EXPERIMENT: A BRUTE-FORCE ATTACKER

• Suppose a powerful adversary
− who breached the server
− who has the entire database dump (:= all the password hashes)
− who has the entire program source code (:= hashing algorithm and the salt)

• If it is a brute-force attacker:
− Generate all the possible password combinations (plaintext)
− Compare them with the hashes in the database
− Example:

• for string in all_the_candidates:
− If SHA256(‘secret’ +  string) == 

‘59636881ab9bf34263cf3f4d90f25d2b91e74e8804b802d25c8f4bc5c80846ee’:
print(string)
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SECURITY EXPERIMENT: A BRUTE-FORCE ATTACKER - CONT’D

• Time it takes to run:
− for string in all_the_candidates:

• If SHA256(‘secret’ +  string) == 
‘59636881ab9bf34263cf3f4d90f25d2b91e74e8804b802d25c8f4bc5c80846ee’:

print(string)
− ~2256 seconds (:= 1 second / a bit)

• Good luck!
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DOES IT MEAN THAT WE ARE SECURE?

• The security guarantee assumes
− We choose the password randomly!

• In reality
− (12345678) Easy to memorize and type
− (OregonBeaverRocks) Some phrases familiar
− (Oregon1234) Add numbers on the phrase
− (password1234!!) Add special characters at the end
− …
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SECURITY EXPERIMENT: DICTIONARY ATTACK

• Suppose that an adversary
− Has a list of commonly used password
− https://github.com/danielmiessler/SecLists/tree/master/Passwords/Common-

Credentials

• Search space is significantly reduced
− Suppose that the password is

• 13 characters and consists of [A-Za-z0-9]
• = 6213 possible combinations (2.002854e23)

− Suppose that
• We know the password starts from ‘Portland’
• = 625 possible combinations (9.1613283e8)
• = 1015 smaller
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SECURITY EXPERIMENT: USE SPECIAL CHARACTERS

• Suppose that the password is 8 characters
− [A-Z] 268 = 208,827,064,576
− [A-Za-z] 528 = 53,459,728,531,456
− [A-Za-z0-9] and special chars = 958 = 6,634,204,312,890,625

• 6,634 trillion cases
• Good luck!
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BRUTE-FORCE IS DIFFICULT; CAN WE EXPLOIT THE SYSTEM?

• Suppose the database uses SQL
− SELECT (username, password) FROM users WHERE username = ‘neuronoverflow’ 

and password = SHA256(secret + “my-super-secure-password!@#$11”)
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CAN WE EXPLOIT THE SYSTEM? SQL INJECTION

• Suppose the database uses SQL
− SELECT (username, password) FROM users WHERE username = ‘neuronoverflow’ 

and password = SHA256(secret + “my-super-secure-password!@#$11”)

• What if 
− We supply ‘or ‘a’=‘a as a password?

− SELECT (username, password) FROM 
users WHERE 
username = ‘neuronoverflow’
and password = ‘’ or ‘a’ =‘a’

− THIS IS ALWAYS TRUE!!!
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CAN WE EXPLOIT THE SYSTEM? SQL INJECTION

• What if we supply ‘or ‘a’=‘a as a password?
− SELECT (username, password) FROM users WHERE 

username = ‘neuronoverflow’ and password = ‘’ or ‘a’ =‘a’

• This allows us:
− To bypass password checking logic 
− By injecting carefully-crafted malicious data to the database SQL query
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CAN WE EXPLOIT THE SYSTEM? SQL INJECTION

• What if we supply ‘ union select (‘admin’, ‘a’) where ‘a’=‘a as a password?
− SELECT (username, password) FROM users WHERE 
− username = ‘neuronoverflow’ and password = ‘’ 

union select (‘admin’, ‘a’) where ‘a’=‘a’

• How does it work?
− None for the first select statement
− and the 2nd statement will query

• Username = ‘admin’
• Password = ‘a’
• Always return true ‘a’ = ‘a’
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TOPICS FOR TODAY

• Recap: SSL and TLS security
− SSL/TLS handshakes (hello-s)
− (Perfect) Forward Security
− Example: a web-server with HTTPs

• Web security (authentication)
− Password
− Dictionary attack
− SQL injection attack
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Thank You!
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